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Abstract: This document presents a configuration example of using H3C WX Series ACs and Fit APs for ACL assignment through an iMC server.
Acronyms:
	Acronym
	Full spelling

	ACL
	Access Control List

	TKIP
	Temporal Key Integrity Protocol

	AAA
	Authentication, Authorization and Accounting

	RADIUS
	Remote Authentication Dial-In User Service

	SSID
	Service Set Identifier

	EAP
	Extensible Authentication Protocol
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Feature Overview
Introduction

Access control lists (ACLs) are for controlling user access to network resources. When a user gets online, the device will use the authentication ACL assigned by the RADIUS server, if any, to control access of the user on the access port. This requires that the ACL be configured on the device and the authentication ACL be configured for the user on the RADIUS server. You can change the access rights of the user by changing the authentication ACL for the user on the server or modifying the ACL rules on the device.
Benefits

The WX series AC works with iMC to assign ACLs to users:
· Configure ACLs on the AC.
· The iMC assigns ACLs to users. 
Application Scenarios
Authentication ACL assignment is usually deployed in scenarios where it is required to allow users using the same SSID and accessing through the same AC to use different resources. 
Configuration Guidelines
1) Configure ACLs correctly on the AC.
2) Perform AAA configurations correctly.
Configuration Example
Network Requirements
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This configuration example uses WX5002 access controllers and WA2100 wireless LAN access points. 

As shown in the following figure: 
· AC is connected to Switch through VLAN 2. The IP address of VLAN 2 is 1.1.2.1/24. 
· AP is connected to Switch through VLAN 1. The IP address of AP is 2.1.1.11/24. 
· The IP address of iMC is 162.105.34.20/24. 
· There is an FTP server in the network, and the IP address of the FTP server is 56.1.7.100. 
· There are routes available between the devices. 
· DHCP service is started on Switch to allocate IP addresses to Client. 
· The gateway of Client is AC. 
· After Client passes authentication, iMC assigns ACL 3221 to Client to prohibit Client from accessing the FTP server. 
Figure 41 Network diagram for AC + Fit AP ACL assignment by iMC configuration example
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Configuration Considerations

· Configure AAA and WLAN service
· Configure the ACL
· Configure iMC
Software Version Used

<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 1107

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX5002 uptime is 0 week, 4 days, 0 hour, 8 minutes

 CPU type: BCM MIPS 1250 700MHz

 512M bytes DDR SDRAM Memory

 32M bytes Flash Memory

 Pcb             Version:  B

 Logic           Version:  1.0

 Basic  BootROM  Version:  1.16

 Extend BootROM  Version:  1.16

 [SLOT  1]CON           (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/1       (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]GE1/0/2       (Hardware)B,     (Driver)1.0,    (Cpld)1.0

 [SLOT  1]M-E1/0/1      (Hardware)B,     (Driver)1.0,    (Cpld)1.0

<AP> display version

H3C Comware Platform Software

Comware Software, Version 5.20, 0000

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

WA2100 uptime is 0 week, 0 day, 0 hour, 2 minutes

 CPU type: ATHEROS MIPS 2313 180MHz

 32M bytes SDRAM Memory

 4M bytes Flash Memory

 Pcb             Version:  Ver.D

 Basic  BootROM  Version:  1.17

 Extend BootROM  Version:  1.17

 [SLOT  1]CON           (Hardware)Ver.D, (Driver)1.0

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.D, (Driver)1.0

 [SLOT  1]ETH1/0/1      (Hardware)Ver.D, (Driver)1.0

Configuration Procedures

Configuration on the AC

<AC> display current-configuration

#

 version 5.20, Beta 1107

#

 sysname AC

#

domain default enable testdomain2

#

 telnet server enable

#

 port-security enable

#

 dot1x authentication-method eap

#

acl number 3221

 rule 0 deny ip destination 56.1.7.100 0
#

vlan 1

#

vlan 2 to 3

#

radius scheme testscheme2

 server-type extended

 primary authentication 162.105.34.20

 primary accounting 162.105.34.20

 key authentication testkey2

 key accounting testkey2

 user-name-format without-domain
#

domain system

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable

domain testdomain2

 authentication lan-access radius-scheme testscheme2

 authorization lan-access radius-scheme testscheme2

 accounting lan-access radius-scheme testscheme2

 access-limit disable

 state active

 idle-cut disable

 self-service-url disable
#

wlan service-template 1 crypto

 ssid testssid2

 bind WLAN-ESS 1

 cipher-suite tkip

 security-ie wpa

 service-template enable
#

interface NULL0

#

interface Vlan-interface2

 ip address 1.1.2.1 255.255.255.0
#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

 port link-type trunk

 port trunk permit vlan 1 to 3 6
#

interface M-Ethernet1/0/1

#

interface WLAN-ESS1

 port access vlan 2

 port-security port-mode userlogin-secure-ext

 port-security tx-key-type 11key
undo dot1x handshake

#

wlan ap ap2100 model WA2100

 serial-id 210235A22W0079000256

 radio 1

  service-template 1

  radio enable
#

 snmp-agent

 snmp-agent local-engineid 800063A203000FE212FF02

 snmp-agent community write private

 snmp-agent sys-info version all

#

 load xml-configuration

#

user-interface aux 0

 history-command max-size 256

 idle-timeout 0 0

user-interface vty 0 4

 authentication-mode none

 user privilege level 3

 history-command max-size 256

 idle-timeout 0 0

#

return

Configuration procedures

1) Enable port security and configure the 802.1X authentication method as EAP.
[AC] port-security enable  

[AC] dot1x authentication-method eap
2) Configure the RADIUS Scheme.
# Create RADIUS scheme testscheme2 and enter its view.
[AC] radius scheme testscheme2
# Set the RADIUS server type to extended.
[AC-radius-testscheme2] server-type extended
# Specify the IP address of the primary authentication server as 162.105.34.20.
[AC-radius-testscheme2] primary authentication 162.105.34.20
# Specify the IP address of the primary accounting server as 162.105.34.20.
[AC-radius-testscheme2] primary accounting 162.105.34.20
# Specify the shared key for authentication exchange as testkey2.
[AC-radius-testscheme2] key authentication testkey2
# Specify the shared key for accounting exchange as testkey2.
[AC-radius-testscheme2] key accounting testkey2
# Specify that usernames sent to the RADIUS server must not carry the domain names.
[AC-radius-testscheme2] user-name-format without-domain

[AC-radius-testscheme2] quit
3) Configure the domain.
# Create domain testdomain2 and enter its view.
[AC] domain testdomain2
# Specify to use RADIUS scheme testscheme2 for authentication of LAN users.
[AC-isp-testdomain2] authentication lan-access radius-scheme testscheme2
# Specify to use RADIUS scheme testscheme2 for authorization of LAN users.
[AC-isp-testdomain2] authorization lan-access radius-scheme testscheme2
# Specify to use RADIUS scheme testscheme2 for accounting of LAN users.
[AC-isp-testdomain2] accounting lan-access radius-scheme testscheme2     

[AC-isp-testdomain2] quit
4) Configure the ACL.
# Create IPv4 ACL 3221.
[AC] acl number 3221
# Define rule 0 to deny packets destined for 56.1.7.100.
[AC-acl-adv-3221] rule deny ip destination 56.1.7.100 0

[AC-acl-adv-3221] quit
5) Configure port WLAN-ESS 1.
# Create port WLAN-ESS 1 and enter its view.
[AC]interface WLAN-ESS 1
# Add the access port to VLAN 2.
[AC-WLAN-ESS1] port access vlan 2
# Set the port security mode to userlogin-secure-ext.
[AC-WLAN-ESS1] port-security port-mode userlogin-secure-ext
# Enable key negotiation of the 11key type.
[AC-WLAN-ESS1] port-security tx-key-type 11key
# Disable online user handshake.
[AC-WLAN-ESS1] undo dot1x handshake

[AC-WLAN-ESS1] quit
6) Configure a wireless service template.
# Create a service template of the crypto type and enter its view.
[AC] wlan service-template 1 crypto
# Set the SSID of the service template to testssid2.
[AC-wlan-st-1] ssid testssid2
# Enable open system authentication.
[AC-wlan-st-1] authentication-method open-system
# Bind port WLAN-ESS 1 with the service template. 
[AC-wlan-st-1] bind WLAN-ESS 1
# Specify to use the TKIP encryption suite.
[AC-wlan-st-1] cipher-suite tkip
# Enable the WPA IE in the beacon and probe responses.

[AC-wlan-st-1] security-ie wpa
# Enable the service template.
[AC-wlan-st-1] service-template enable

[AC-wlan-st-1] quit
7) Configure the AP and bind the wireless service template. AP configuration depends on the model and serial number of the AP.
# Create AP template ap2100, setting the model number to WA2100.
[AC] wlan ap ap2100 model WA2100

# Set the serial ID to 210235A22W0079000256.
[AC-wlan-ap-ap2100] serial-id 210235A22W0079000256
# Specify the radio type to 802.11g for radio 1.
[AC-wlan-ap-ap2100] radio 1
# Map service template 1, which is configured on the AC, to radio 1.

[AC-wlan-ap-ap2100-radio-1] service-template 1
# Enable radio 1 of the AP.
[AC-wlan-ap-ap2100-radio-1] radio enable

[AC-wlan-ap-ap2100-radio-1] quit

[AC-wlan-ap-ap2100] quit 

Configuration on iMC

Configure 802.1X authentication on iMC (iMC version is 3.20-E2403): 
1) Install iMC and import the certificate, and then add device AC (omitted).
2) Add the access device: Select Service > Access Service > Access Device from the navigation tree and then click Add and perform the configuration shown in the following figure. Note that the shared key must be identical to that configured on the device.
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3) Add the service: Select Service > Access Service > Service Configuration from the navigation tree and then click Add. Under Basic Information, configure the service name and suffix (the suffix must be identical to the domain name configured on the device); under Authorization Information, select EAP AuthN for Certificate AuthN, select the certificate type and sub-type, and specify the authorization ACL, as shown in the following figure. Leave all the other settings unchanged.
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4) Add a user: Select User > User Management > Add User from the navigation tree and add user testuser2 as shown in the following figure. Do not add the user to any specific group.
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5) Add an access user: Select User > Access User View > All Access Users > Add from the navigation tree. Then, use the Select button to select the user added in the previous step, configure the account name, password, and maximum number of online users using the account, and select the service configured previously. Leaving the binding settings unchanged, as shown in the following figure.
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6) Configure the Windows client.
In this example, Windows XP client is used. The configuration is omitted.
Verification

1) Execute the display connection command on AC. You should see the MAC address of Client and the ACL assigned.
2) Client cannot access the FTP server but can access all the other network resources normally.
<AC> display connection vlan 2

Index=139 ,Username=testac2@testdomain2

MAC=001b-1109-a32b   ,IP=N/A

 Total 1 connection(s) matched.

<AC> display connection ucibindex 139

Index=139 , Username=testac2@testdomain2

MAC=001b-1109-a32b

IP=N/A

Access=8021X   ,AuthMethod=EAP

Port Type=Wireless-802.11,Port Name=WLAN-DBSS1:285

Initial VLAN=2, Authorization VLAN=N/A

ACL Group=3221

User Profile=N/A

CAR=Disable

Priority=Disable

Start=2008-09-02 13:58:58 ,Current=2008-09-02 14:06:15 ,Online=00h07m17s

 Total 1 connection matched.
Configuration Guidelines

None
References
Protocols and Standards

None
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