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Abstract: This document describes the required configurations in deploying the local forwarding solution on H3C WX series access controllers. 
Acronyms:
	Acronym
	Full spelling

	AC
	Access Controller

	AP
	Access point

	ESS
	Extended Service Set

	WLAN
	Wireless Local Area Network

	SSID
	Service Set Identifier


Table of Contents
1Feature Overview


1Benefits


1Application Scenarios


1Configuration Example


1Network Requirements


2Configuration Considerations


2Software Version Used


3Configuration Procedures


3Configuration Information


6Configuration Steps


8Verification


8Configuration Guidelines


8References


8Protocols and Standards


8Related Documentation





Feature Overview
The local forwarding feature of wireless access controllers allows data exchange among wireless clients to be accomplished on APs. In a centralized WLAN architecture, the APs transparently transmit the data packets of clients to the ACs, which process the packets centrally. As the clients’ data transmission rate increases, the forwarding workload of the ACs keeps increasing. With local forwarding enabled, the APs forward client data traffic directly, and the ACs no longer participate in data traffic forwarding, which effectively reduces the workload of the ACs.

Benefits
In a centralized WLAN architecture, the local forwarding solution greatly alleviates the workload of the ACs and CAPWAP tunnels in AC+Fit AP networking mode and reduces the data transmission delay. With the deployment of the local forwarding solution, the AC+Fit AP architecture maintains its advantage over the FAT AP architecture in aspects such as security and management. 

Application Scenarios
The local forwarding solution can be widely deployed on large-scale wireless service networks. It can maintain the advantage of the AC+Fit AP architecture over the FAT AP architecture in aspects such as security and management, as well as reducing the workload of the ACs and the data transmission delay. 

Configuration Example
[image: image1.wmf]
This configuration example uses a WX3024 unified switch as the AC and a WA2600 wireless LAN access point as the AP. 

Network Requirements
Manually configure the IP addresses of VLAN-interface 10 on the AC and that on the AP as 10.0.0.1/24 and 10.0.0.2/24 respectively. Manually configure the IP address of Client 1 as 10.0.0.10/24 and that of Client 2 as 10.0.0.20/24.

Figure 31 Network diagram for local forwarding configuration
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Configuration Considerations
· Create a service template and configure local forwarding on the AC.

· Type the command lines in the order they are to be executed in the AP configuration file in text format and upload the file to the flash of the AC. 

· Configure Client 1 and Client 2. 

Software Version Used
<AC> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 3105P01

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

H3C WX3024 uptime is 0 week, 3 days, 6 hours, 42 minutes

H3C WX3024 with 1 RMI XLS 208 750MHz Processor

256M bytes DDR2

56M bytes Flash Memory

Config Register points to FLASH

Hardware Version is Ver.A

CPLD Version is 002

Basic Bootrom Version is 1.05

Extend Bootrom Version is 1.05

[Slot 0]WX3024LSW Hardware Version is NA

[Slot 1]WX3024RPU Hardware Version is Ver.A 
<AP> display version

H3C Comware Platform Software

Comware Software, Version 5.20, Beta 1104P01

Copyright (c) 2004-2008 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

WA2620E-AGN uptime is 0 week, 1 day, 0 hour, 50 minutes

 CPU type: OCTEON CN5010

 128M bytes DDR2 SDRAM Memory

 16M bytes Flash Memory

 Pcb             Version:  Ver.A

 Basic  BootROM  Version:  1.06

 Extend BootROM  Version:  1.06

 [SLOT  1]CON           (Hardware)Ver.A, (Driver)1.0

 [SLOT  1]GE1/0/1       (Hardware)Ver.A, (Driver)1.0

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.A, (Driver)1.0

 [SLOT  1]RADIO1/0/2    (Hardware)Ver.A, (Driver)1.0    

Configuration Procedures
Configuration Information
Configuration information about the access control engine of the AC

<AC> display current-configuration               

#                                                           

 version 5.20, Beta 3105P01                                  

#                                                                

 sysname AC                                                 

#                                                              

vlan 1 to 4094                                                   

#                                                              

wlan service-template 4 clear 

 ssid test_4 

 bind WLAN-ESS 4 

 client forwarding-mode local vlan 10 

 service-template enable                                           

#                                                                 

interface NULL0                                                    

#                                                                  

interface LoopBack0                                              

#                                                                    

interface Vlan-interface10 

 ip address 10.0.0.1 255.255.255.0                                  

#                                                                     

interface GigabitEthernet1/0/1 

 port link-type trunk 

 port trunk permit vlan all                                         

#                                                                

interface WLAN-ESS4 

 port link-type hybrid 

 port hybrid vlan 1 to 4094 untagged 

 port hybrid pvid vlan 10                                           

#                                                                        

wlan ap ap8 model WA2620E-AGN  

map-configuration apcfg.txt 
 serial-id 210235A29G007C000020 

 radio 1 

 radio 2 

  service-template 4 

  radio enable 

#                                                                          

user-interface aux 0                                                       

 idle-timeout 0 0                                                          

user-interface vty 0 4                                                    

 idle-timeout 0 0                                                   

#                                                                  

return                           
Configuration information about the switching engine of the AC

<AC> display current-configuration 

#

 sysname AC

#

domain system

#

vlan 1 to 4094

#

interface Aux1/0/0

#

interface GigabitEthernet1/0/1

#

interface GigabitEthernet1/0/2

 poe enable

 port link-type trunk

 port trunk permit vlan all

#

interface GigabitEthernet1/0/3

#

interface GigabitEthernet1/0/4

#

interface GigabitEthernet1/0/5

#

interface GigabitEthernet1/0/6

#

interface GigabitEthernet1/0/7

#

interface GigabitEthernet1/0/8

#

interface GigabitEthernet1/0/9

#

interface GigabitEthernet1/0/10

#

interface GigabitEthernet1/0/11

#

interface GigabitEthernet1/0/12

#

interface GigabitEthernet1/0/13

#

interface GigabitEthernet1/0/14

#

interface GigabitEthernet1/0/15

#

interface GigabitEthernet1/0/16

#

interface GigabitEthernet1/0/17

#

interface GigabitEthernet1/0/18

#

interface GigabitEthernet1/0/19

#

interface GigabitEthernet1/0/20

#

interface GigabitEthernet1/0/21

#

interface GigabitEthernet1/0/22

#

interface GigabitEthernet1/0/23

#

interface GigabitEthernet1/0/24

#

interface GigabitEthernet1/0/25

 shutdown

#

interface GigabitEthernet1/0/26

 shutdown

#

interface GigabitEthernet1/0/27

 shutdown

#

interface GigabitEthernet1/0/28

 shutdown

#

interface GigabitEthernet1/0/29

 port link-type trunk

 port trunk permit vlan all

#

interface NULL0

#

user-interface aux 0

 idle-timeout 0 0

user-interface vty 0 4

 idle-timeout 0 0

#

return                           
Configuration Steps
Create a service template and configure local forwarding on the AC

1) Configuration on the access control engine of the AC:

# Create all VLANs.

[AC] vlan all
# Create interface WLAN-ESS 4 and enter its view. 

[AC] int WLAN-ESS 4
# Set the link type of the interface to hybrid.

[AC-WLAN-ESS4] port link-type hybrid
# Configure the hybrid interface to forward packets of VLAN 1 through VLAN 4094 with the VLAN tags removed. 

[AC-WLAN-ESS4] port hybrid vlan 1 to 4094 untagged
# Configure VLAN 10 as the default VLAN of the interface. 

[AC-WLAN-ESS4] port hybrid pvid vlan 10
# Configure a wireless service template, bind a WLAN-ESS interface to it, and configure local forwarding.  

# Create service template 4 of the clear type. 

[AC] wlan service-template 4 clear
# Set the SSID of the current service template to test_4.

[AC-wlan-st-4] ssid test_4
# Bind interface WLAN-ESS 4 to service template 4. 

[AC-wlan-st-4] bind WLAN-ESS 4
# Enable local forwarding in VLAN 10, that is, enable the AP to forward data frames.

[AC-wlan-st-4] client forwarding-mode local vlan 10
# Enable the wireless service template.

[AC-wlan-st-4] service-template enable  
# Configure the AP on the AC, for example, bind the radio interface to the service template. 

# Create an AP template named ap8 and select wa2620e-agn as the model name.

[AC] wlan ap ap8 model wa2620e-agn
# Set the serial ID of the AP to 210235A29G007C000022.

[AC-wlan-ap-ap8] serial-id 210235A29G007C000020
# Enter the view of radio 2.

[AC-wlan-ap-ap8] radio 2 
# Associate the clear-type service template 4 configured on the AC with radio 2.

[AC-wlan-ap-ap8-radio-2] service-template 4
# Enable radio 2 of the AP.

[AC-wlan-ap-ap8-radio-2] radio enable 
# Exit to the AP template view.

# Type the above command lines in the order they are to be executed in the apcfg.txt file (AP configuration file in text format) and upload the file to the flash of the AC.
# Run the map-configuration command on the AC to map the apcfg.txt file to the AP. 

[AC-wlan-ap-ap8] map-configuration apcfg.txt
After the AC associates with the AP, the AC issues the apcfg.txt file to the AP and thus configures the AP
# Assign IP address 10.0.0.1/24 to VLAN interface 10.

[AC] interface Vlan-interface 10

[AC-Vlan-interface10] ip address 10.0.0.1 24

[AC-Vlan-interface10] quit
# Configure virtual Layer 2 interface GigabitEthernet 1/0/1 on the access control engine of the AC as a trunk port that permits all VLANs. 

[AC] int GigabitEthernet 1/0/1

[AC-GigabitEthernet1/0/1] port link-type trunk

[AC-GigabitEthernet1/0/1] port trunk permit vlan all

2) Configuration on the switching engine of the AC:

# Create all VLANs and configure the attributes of the port that connects the AP. 

# Create all VLANs.

[AC] vlan all
# Enter the view of Layer 2 Ethernet interface GigabitEthernet 1/0/2.

[AC] interface GigabitEthernet1/0/2
# Enable PoE on the port.

[AC-GigabitEthernet1/0/2] poe enable
# Set the link type of the port to trunk.

[AC-GigabitEthernet1/0/2] port link-type trunk
# Configure the port to permit all VLANs. 

[AC-GigabitEthernet1/0/2] port trunk permit vlan all
# Configure virtual interface GigabitEthernet 1/0/29 that connects the access control engine and the switching engine as a trunk port that permits all VLANs. 

[AC] interface GigabitEthernet1/0/29

[AC-GigabitEthernet1/0/29] port link-type trunk

[AC-GigabitEthernet1/0/29] port trunk permit vlan all
# Create all supported VLANs and configure the attributes of the port that connects the AP. 

     vlan 1 to 256  
     interface GigabitEthernet1/0/1

     port link-type trunk

     port trunk permit vlan all       
# Configure the IP address of VLAN interface 10.

    interface Vlan-interface 10

    ip address 10.0.0.2 24  
Configuration on Client 1 and Client 2:

# Configure IP address 10.0.0.10/24 on Client 1 and associate it with the AP. 

# Configure IP address 10.0.0.20/24 on Client 2 and associate it with the AP. 

Verification
Client 1 and Client 2 can ping each other and the ping packets are not forwarded by the AC. By sniffing and analyzing packets, you can see that ICMP packets between Client 1 and Client 2 are not encapsulated and transmitted through the LWAPP tunnel.

Configuration Guidelines
1) Alternatively, you can configure a DHCP server to allocate IP addresses for the AC, the AP, Client 1, and Client 2 in this configuration example. 

2) The AP is configured with the map-configuration command. 

3) The configuration of the AP varies with its model and serial ID.
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